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ABSTRACT
Despitetraditionalweb cachingtechniques,redundantdatais of-
ten transferredover HTTP links. Theseredundanttransfersresult
from bothresourcemodi�cation andaliasing. Resourcemodi�ca-
tion causesthedatarepresentedby asingleURI to change;often,in
transferringthenew data,someold datais retransmitted.Aliasing,
in contrast,occurswhenthesamedatais namedby multipleURIs,
oftenin thecontext of dynamicor advertisingcontent.Traditional
webcachingtechniquesindex databy its nameandthusoftenfail
to recognizeandtake advantageof aliasing.

In this work we presentValue-BasedWebCaching,a technique
thateliminatesredundantdatatransfersdueto bothresourcemod-
i�cation and aliasingusing the samealgorithm. This algorithm
cachesdatabasedon its value, ratherthanits name. It is designed
for usebetweenaparentandchild proxyoveralow bandwidthlink,
and in the commoncaseit requiresno additionalmessageround
trips. Theparentproxystoresasmallamountof soft-stateperclient
thatit usesto eliminateredundanttransfers.Theadditionalcompu-
tationalrequirementson the parentproxy aresmall,andthereare
virtually no additionalcomputationalor storagerequirementson
the child proxy. Finally, our algorithmallows the parentproxy to
servesimultaneouslyasatraditionalwebcacheandisorthogonalto
otherbandwidth-saving measuressuchasdatacompression.In our
experiments,this algorithm yields a signi�cant reductionin both
bandwidthusageanduser-perceived time-to-displayversustradi-
tionalwebcaching.

Categoriesand SubjectDescriptors
C.2.2 [Computer-Communications Networks]: Network Proto-
cols—Applications; C.2.4[Computer-CommunicationsNetworks]:
DistributedSystems—Client/server

GeneralTerms
Algorithms,Performance,Design,Experimentation,Security

Keywords
aliasing,caching,duplicatesuppression,dynamiccontent,HTTP,
Hypertext TransferProtocol,privacy, proxy, redundanttransfers,
resourcemodi�cation, scalability, World WideWeb,WWW

1. INTRODUCTION
With the widespreaddeployment of broadband,it is often as-

sumedthatbandwidthis becomingcheapfor thecommonInternet
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Figure1: Our targetpopulation. In this paper welook at reducingthe
user perceived time-to-display (TTD) of web pagesserved over a low
bandwidth link, suchasa telephonemodem.Our techniquesmake use
of computational and storageresourcesat the Internet serviceprovider
(ISP) to which a client is connected.

user. Althoughthis notionis trueto anextent,a surprisingnumber
of usersstill connectto theInternetover56kbpsmodems.America
Online, for example,has33 million userswho connectprimarily
via modems,andmany otherInternetserviceproviders(ISPs)pri-
marily supportmodemusers.Moreover, theemerging deployment
of universalwirelessconnectivity ushersin a new wave of users
connectingover low-bandwidthlinks. In this paperwe presenta
techniquecalledValue-BasedWebCaching(VBWC) thataimsto
mitigatethelimitationsof suchconnections.

We begin by assumingthat our userhasa very low-bandwidth
(lessthan80kb/s)connectionoveratelephoneor wirelessnetwork
to anISP, asillustratedin Figure1. This serviceprovider mayrun
a web-proxyand/orcacheon behalfof theuserandis in turn con-
nectedto the Internetat large. In sucha situation,the bandwidth
throughthetelephoneor wirelessnetwork is a fundamentallimita-
tion of the system;it is the largestcontributor to client-perceived
latency for many �les. For example, in 1996 Mogul et al. [14]
foundthattheaverageresponsesizefor asuccessfulHTTPrequest
was7,882bytes,which takesa little over a secondto transmitover
a modem;in contrast,the round-trip time betweenthe client and
server moreoftenfalls in the100-300msrange.Othertracesshow
meanresponsesizesof over 21kB [10].

In theMogul et al. study, theauthorsalsoshowed thatmuchof
thelimited bandwidthavailableto clientswasbeingwasted.Some
of thiswasteis easyto eliminate:asmany as76.7%of thefull-body
responsesin thestudiedtracewereshortenedby simplegzipcom-
pression,resultingin a total savings of 39.4%of the bytestrans-
ferred.Otherbandwidthwasteis moredif�cult to correct.

One exampleof bandwidthwastethat is dif�cult to eliminate
occurswhen the datarepresentedby a single Uniform Resource
Identi�er (URI) changesby small amountsover time. This phe-
nomenonis calledresource modi�cation; it it tendsto occuroften
with newssitessuchascnn.com. Mogul etal. showedthat25–30%
of successful,text-basedresponseswerecausedby resourcemodi-
�cation, andthey foundthatusingdeltaencodingover theresponse
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bodieseliminatedaround50%of thedatatransferred.Our results
con�rm thatwhenusedbetweentherequestingclientandtheorigin
server, deltaencodingproducessigni�cant reductionsin bandwidth
consumed.

Whenan origin server doesnot computedeltasitself, a proxy
maycomputethemonbehalfof clients.Banga,Douglis,andRabi-
novich proposedoptimisticdeltas[2], in which a webcachesends
anold versionof a givenresourceto a client over a low bandwidth
link immediatelyafterreceiving arequestfor it. Thecachethenre-
queststhe currentversionof the resourcefrom the origin server,
and sendsa delta to the client if necessary. To provide for the
largestnumberof possibleoptimistic responsesfor dynamicweb
pagecontent,it is desirablethat the cachebe ableto transmitthe
responsesentby the origin server for oneclient asthe optimistic
responseto another. Unfortunately, sincethecachedoesnot know
the semanticmeaningof the page,this techniquehasthe poten-
tial to introduceprivacy concerns.Ensuringthatno singleclient's
personalinformation leaksinto the responsesentto anotheris a
non-trivial task.

A secondtype of bandwidthwasteoccurswhen two distinct
URIsreferencethesameor similardata.Thisphenomenonis com-
monly termedaliasing; andcanoccurdueto dynamiccontent,ad-
vertising,or webauthoringtools. It wasstudiedin 2002by Kelly
andMogul [10], who studiedthecasein which oneor moreURIs
representexactly the samedata. They found that 54% of all web
transactionsinvolved aliasedpayloads,and that aliaseddataac-
countedfor 36%of all bytestransferred.Thestandardwebcaching
modelidenti�es cacheableunitsof databy theURIs thatreference
them;assuch,it doesnotaddressthephenomenonof aliasingat all.
Even if it is known in advancethat two or moreURIs sharesome
data,thereis no way to expressthatknowledgeunderthestandard
model.

In thispaper, wepresentValue-BasedWebCaching,atechnique
by which cacheddatais indexedby its value,ratherthanits name.
Ouralgorithmhasthefollowing interestingproperties.

� It detectsandcorrectsexcessbandwidthusagedueto both
resourcemodi�cation andaliasingwith thesamealgorithm.

� It is obliviousto dataformat;it requiresnounderstandingof
HTML syntax.

� It eliminatessomeof the privacy concernsassociatedwith
delta-encodingproxies;the client in our algorithmonly re-
ceives datathat was originally intendedfor it by an origin
server.

� Although it is not strictly a statelessprotocol,proxiesstore
only soft-state;lossor inconsistency of thisstateresultsonly
in performancedegradation,not a compromiseof semantic
transparency. Furthermore,it requiresordersof magnitude
lessstorageresourceson theproxy thanon theclient,allow-
ing a singleproxy to supportmany clients.

� In the commoncase,it addsno roundtrips to the standard
HTTP protocol,achieving performancecomparableto con-
ventional cachingeven in the absenceof aliasing and re-
sourcemodi�cation.

The remainderof this paperis organizedas follows: Section2
presentstheValue-BasedWebCachingalgorithm;it is followedby
a performanceevaluationin Section3. Section4 presentsrelated
work, andSection5 concludes.

First request:
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Figure2: Value-BasedWeb Caching. As the proxy receiveseachblock
fr om the origin server, it hashesit, stores the result in its cache,and
forwards the block on to the client (upper �gur e). When a block is sent
again aspart of a different response,only the hashis retransmitted to
the client (lower �gur e).

2. THE VBWC ALGORITHM
In this sectionwe presentthe Value-BasedWeb Cachingalgo-

rithm; we begin with anoverview beforediscussingthedetails.

2.1 Overview
Considera webresource,suchasthemainpageof a news web

site. This pagechangesover time, and it containsreferencesto
other resourcessuchas imagesandadvertisingcontent. In a tra-
ditional webcache,the datafor eachof theseresourceswould be
storedalongwith somefreshnessinformationand indexed under
theURI bywhichit isnamed.ThefundamentalideabehindVBWC
is to index cacheddatanotonly by its name,but by its valueaswell.
To achievethisgoalef�ciently , webreakthedatafor aresourceinto
blocksof approximately2 kB each,andnameeachblockby its im-
ageunderasecurehashfunction,suchasMD5 [19]. This imageis
calledtheblock's digest; by thepropertiesof thehash,it is highly
unlikely thattwo differentblocksmapto thesamedigestunderthe
securehash.A webcacheusingVBWC storestheseblocksasits
�rst-classobjects.In orderto alsobeableto �nd databy its name,
asecondtablemaybeusedto mapresourcesto theblocksof which
they arecomposed.

Indexing web resourcedatain this mannercanresult in better
utilizationof storageresources[1, 12]. For example,whenaliasing
occurs,thealiaseddatais storedonly once.However, therealben-
e�t of value-basedcachingcomeswhenresourcesaretransferred
betweencaches. Figure 2 shows the basicalgorithm. The �rst
timearesourceis requestedby theclient,theproxyfetchesits con-
tentsfrom anorigin server. Thesecontentsarebroken into blocks
and hashed. The proxy storeseachblock's digest, then it trans-
mitsboththedigestsandtheblocksto theclient. Theclient caches
the blocks indexed by their digestsand associatedURIs. Later,
theproxy candetectthata subsequentrequestcontainsanalready
transmittedblock by checkingfor that block's digestin its cache.
In suchcases,only thedigestis retransmittedto theclient, which
reassemblestheoriginal responseusingthedatain its block cache.

Beforedelving into thedetailsof this algorithm,let usconsider
its bene�ts. First, asshown in Figure2, it doesnot matterwhether
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Before insert:

46 CC 1C 0C 97 40 D0 DB 5874 3F 53 D0 F0 57 F8 78 F5 42 88

block 4 block 5 block 6

After insert:

46 CC 1C 0C 97 40 D0 DB 588874 3F 53 D0 F0 57 F8 78 F5 42

block 4 block 5' block 6'

changed by 
necessity

unnecessary
changes

4A

4A inserted

Figure 3: The problemwith �x ed-sizedblocks. After an insertion, not
only is the block into which the newvaluewasinsertedchanged,but all
subsequentblocks arechangedaswell.

thesecondrequestis for thesameURI asthe�rst request;all that
is importantis thatthetwo responsescontainidenticalregions.By
namingblocksby theirvalue,ratherthantheresourcesthey arepart
of, werecognizeandeliminateredundantdatatransfersdueto both
resourcemodi�cation andaliasingwith thesametechnique.

A secondbene�t of VBWC is the way in which it distributes
load amongthe partiesinvolved. As mentionedabove, while the
proxy maystorethecontentsof blocks(asit would if it werealso
actingasawebcache,for instance),it is only requiredto storetheir
digests.As such,theproxy only storesa few bytes(16 for MD5)
for eachblock of several kilobytesstoredby the client. A proxy
maypossessconsiderablestorageresources;however, assumingit
hasonly asmuchstorageasasingleclient,thisstorageratioallows
a singleproxy to supporthundredsof clients.

A third bene�t of our algorithmis that thedigestsonly needto
be computedat the server; the client simply readsthemfrom the
datatransmittedto it. In the casewheretheclient is a low-power
devicesuchasacellularphoneor PDA, thiscomputationalsavings
couldresultin asigni�cant reductionin latency. Ontheotherhand,
the Java implementationof our algorithmcanprocessblocksat a
rate of 7.25 MB/s on a 1 GHz PentiumIII, a rate equivalent to
the downloadbandwidthof over 1,000modernmodems;we thus
expecttheadditionalper-clientcomputationalloadon theserver to
besmallenoughto allow it to scaleto largenumbersof clients.

A �nal bene�t of Value-BasedWebCachingis thatit requiresno
understandingof thecontentsof a resource.For example,a delta-
encodingproxy(suchasthatin usedin theWebExpressproject[8])
will generallymakeuseof theresponsesthatanorigin serversends
to many differentclientsin orderto choosea basepagefor future
usein deltacompression.If this processis performedincorrectly,
thereis the possibility that oneclient's personalinformationmay
becomepartof thebasepagetransmittedto otherclients. Specif-
ically, this information leakageis a result two interactingperfor-
manceoptimizations:usinga singlebasepagefor multiple clients
to save storageresources,andusingdelta-encodingon responses
markeduncacheableby theorigin server. In contrast,aclientusing
VBWC only receiveseithertheblockssentto it by anorigin server
or thedigestsof thoseblocks.

2.2 ChoosingBlock Boundaries
Abovewementionedthatwebreakeachresponseinto blocks;in

thissection,wedescribehow wechooseblockboundaries.Nä�vely,
we could usea �x ed block size,2 kB for example. Figure3 il-
lustratesone problemwith this approach:an insertionof a byte

Before insert:

74 3F 53 D0 F0 57 F8 78 F5 42 46 CC 1C 0C 97 40 D0 DB 5840

block

f(74,3F,53)=0 f(0C,97,40)=0

After insert:

46 CC 1C 0C 97 40 D0 DB74 3F 53 D0 F0 57 F8 78 F5 42 40

blockblock

f(74,3F,53)=0 f(42,40,1A)=0 f(0C,97,40)=0

1A inserted

all further blocks unchanged

1A

Figure 4: Picking block boundariesusing Rabin functions. An insert
may changethe block in which it occurs, split an existing block into
two (shown here), or causetwo existing blocks to be combined; the
remainderof the blocks in a streamremain the same.

into a block early in the�le (into block 5 in the �gure) offsetsthe
boundariesof every block that follows. As a consequence,our al-
gorithmwould only noticecommonsegmentsin two resourcesup
to their �rst difference;commonsegmentsthatoccurredlaterin the
resourceswould notbeidenti�ed.

Onesolution to this problemwasdiscoveredby Manberin an
earlierwork [11]: chooseblock boundariesbasedon the valueof
theblocksratherthantheirposition.Let f beafunctionmappingn
one-byteinputsuniformly andrandomlyto thesetf 0, . . . , 2047g.
In otherwords,

f :

n times
� ��� �

B � B � � � � � B! f 0, . . . , 2047g

whereB is the setof possiblebyte values. We canplacea block
boundarybeforebytei in aresourceif thevalueof f onthen bytes
proceedingbyte i is 0. Sincef is uniform andrandom,we expect
to evaluateit on average2048timesbefore�nding a zero;thusthe
expectedblocksizefrom this techniqueis 2 kB. In addition,weset
aminimumandmaximumblocksizeto avoid choosingblocksthat
aretoosmallor large.Theselimits arenecessaryprimarily because
in practicethefunctionf is computationallyeasyto invert;without
the limits, a maliciouspartycouldcreatedocumentsconsistingof
many smallor largeblocksandtherebysigni�cantly skew theex-
pectedblock size.Figure4 shows anexampleof computingblock
boundariesin thismannerfor n = 3. There,f (0C, 97, 40) = 0, so
theblock in theupper�gure endsonbyte40.

Thebene�t in picking block boundariesby thevalueof theun-
derlying data is illustrated in the lower half of Figure 4, where
the byte 1A hasbeeninsertedinto the stream. In this example,
f (42, 40, 1A) = 0, so this changeintroducesa new boundary,
splitting the original block in two. However, sincen = 3, the
boundariesof all blocks threeor morepositionsafter the change
areunaffected;in particular, thenext block still startswith thebyte
valueD0. In general,theinsertion,modi�cation, or deletionof any
byte eitherchangesonly the block in which it occurs,splits that
block into two, or combinesthat block with oneof its neighbors.
All otherblocksin thestreamareunaffected.

To implementf , ManberusedRabinfunctions[18], a decision
we follow. Let bi representbytei in a streamandlet p bea prime.
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A Rabinfunctionf is a function

fi = f (bi � n +1 , . . . , bi )

� bi � n +1 p
( n � 1) + bi � n +2 p

( n � 2) + � � � + bi (mod M )

for somemodulusM . Suchfunctionsareattractive becausethey
canbecomputediteratively:

fi +1 = f (bi � n +2 , . . . , bi +1 )

� (fi � bi � n +1 p
( n � 1) ) � p + bi +1 (mod M )

Using this knowledge,we cancomputefi +1 from fi with only a
subtraction,two multiplications,a division,andanadd.Moreover,
sincethereareonly 256possiblevaluesof bi � n +1 , the�rst multi-
plicationcanbecomputedef�ciently via tablelookup.As a result,
we cancomputefi veryef�ciently for all i.

2.3 An Enhancement
Consideran HTTP client loadinga web pagethrougha proxy.

Themainpageis storedon a server A, andit includestwo embed-
dedimages,onestoredonserverB andtheotheronserverC. The
clientopensaconnectionto theproxyandenqueuestherequestfor
the resourceon A. Onceit receives the responsebody, it parses
it anddiscoversit mustalsoretrieve the resourceson B andC in
order to display the page. To performtheseretrievals, the client
could enqueuethe requestfor the resourceon B followed by the
requestfor theresourceonC ontheconnectionit alreadyhasopen
to theproxy, oneaftertheother. However, becauseof therequest-
responsesemanticsof theHTTP protocol,doingsowould require
theproxy to transmittheresponsefor B beforetheresponsefor C,
regardlessof which of themwasavailable �rst. If server B was
underheavy load or simply far away in latency from the proxy, a
signi�cant delaycould resultin which thedatafrom C wasavail-
ablebut couldnotbesentto theclient, resultingin idle timeon the
low bandwidthlink. This situationis commonlytermedhead-of-
line blocking.

2.3.1 AllowingMultiple Connections
To reducetheoccurrenceof performanceproblemsdueto head-

of-line blocking,mostHTTP clientsopenseveralconnectionsto a
proxy at a giventime. TheMozilla webbrowser, for instance,will
openup to four connectionsto its parentproxy. For thesamerea-
son,wewouldlikeourchildproxyrunningtheVBWC algorithmto
beableto openmultipleconnectionsto its parent.Thisdecisionin-
troducescomplicationsinto thealgorithmasfollows. As discussed
in thealgorithmoverview, thechild proxy in our algorithmmain-
tainsacacheof previouslytransmittedblocks,andtheparentproxy
maintainsa list of the digestsof the blocks the child hasalready
seen.Becausethechild only has�nite storageresourcesavailable,
it musteventuallyevict someblocksfrom its cache.Werethepar-
ent to later transmita digestfor a block thechild hadevicted, the
child would have no way to reproducetheblock's data.Thusthere
mustbesomewayto keepthelist of blocksontheparentconsistent
with theblocksactuallycachedby thechild.

In thecasewherethereis only oneconnectionbetweenthepar-
entandthechild, keepingtheparent's list of blocksconsistentwith
thechild's block cacheis simple. Both sidessimply usesomede-
terministicalgorithmfor choosingblocksto discard.For example,
SpringandWetherall[23] useda �nite queueon eitherend.When
the parenttransmitteda block, it placedits digeston the headof
thequeue,andthechild did thesameon receiving a block. When
the queuebecamefull, theparentwould remove a digestfrom its
tail; thechild would againdo thesame,but would alsodiscardthe
block correspondingto the received digest. To decidewhetherto

tim
e

resend(hash (block B))

block Bblock B
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Parent Proxy Origin Server
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block A
block A

block A

Client
Mozilla Child Proxy

castout(hash (block B))

hash (block B)

block B

GET

Figure 5: The full algorithm. The web browser issuesa GET request
(1) that is forwarded all the way to the origin server. The server begins
sending the responseback, and it is broken up into blocks (2) at the
parent proxy. On receiptof block A , the child proxy executesthe LRU
algorithm and choosesblock B to discard. However, as it sendsthe
castout message(3) to the parent proxy, the parent proxy is sending
acrossonly the digestof block B , assumingthe child still hasit cached
(4). When the child receivesthe digestfor B , it hasalreadysentblock
A to the browser, soit cannotsimply repeatthe entire request.Instead,
it requestsblock B by namefr om the parent proxy (5). Sincethe digest
for block B wasrecently transmitted, it is still in the server's transmit
buffer, soit is forwarded on to the child proxy, and in tur n, to the client.

transmita wholeblock or only its digest,theparentneedonly ex-
aminethe queue;if the digestof the block in questionis already
there,theblock is cachedon thechild andonly thedigestmustbe
transmitted.Unfortunately, with multiple connectionsbetweenthe
parentandchild, the order in which blocksaresentis no longer
necessarilythesameastheorderin which they arereceived,soa
moresophisticatedalgorithmmustbeused.

To allow for multiple connectionsbetweenthechild andparent
proxies,we abandonthe ideaof usinga deterministicfunctionon
eitherendof the link betweenthem,and insteadusethe follow-
ing optimistic algorithm. First, the server recordsthe digestsof
theblocksthat it hastransmittedin thepast,andassumesthatun-
lessit is told otherwise,thechild still hasthedatafor thoseblocks
cached.Thechild, in turn, usesa clock algorithmto approximate
LRU informationabouttheblocks,discardingthoseleast-recently
usedwhenstoragebecomesscarce.After discardinga block, the
client includesits digestin theheaderof its next requestto thepar-
ent,usinga new “X-VBWC-Castout” header�eld. So long asthe
list of referencesto to theblockscontainssometemporallocality,
it is veryunlikely thattheparentwill transmitthedigestof a block
that the child hasjust castout—rather, the castoutmessagewill
reachtheserver in time. If, however, thisunfortunatecasedoesoc-
cur, thechild usesarequestwith a dummyURI to retrieve thedata
for themissingblock. Thisentireprocessis illustratedin Figure5.

A �nal modi�cation is necessaryto �nish the optimistic algo-
rithm. Before,theserver only cachedthedigestsof blocksit trans-
mitted,not their values. If thechild wereto re-requesta block as
describedabove,theserverwouldnotbeableto reproducethedata
for it. To prevent this problem,we addto theserver a queueof the
lastfew blockstransmitted,which we call thetransmitbuffer. The
size of this queueis determinedby the bandwidth-delayproduct
of the link betweenthe parentandits child, plus someadditional
spaceto handleunexpecteddelays.For example,if theparentis on
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a link with a one-way latency of l secondsanda bandwidthβ, a
queuesizeof sβ will allow thechild s � l secondsfrom the time
it receivesa unrecognizeddigestto senda retrieval requestbefore
thatblock is discardedfrom thetransmitbuffer. If theparentproxy
is alsoactingasawebcachewith anLRU eviction policy, thestor-
ageusedfor the transmitbuffer canbe sharedwith that usedfor
generalwebcaching.

2.3.2 Discussion
The transmitbuffer in our algorithmmight seemunnecessary;

afterall, theservercanalwaysretrievearesourcefrom therelevant
origin server in orderto re-acquirethedatafor a particularblock.
This is not the case,however, and the reasoningwhy it is not is
somewhatnon-obvious,sowe presentit here.

In building awebproxy, onepossiblesourceof lostperformance
is called a store-and-forward delay. Sucha delay occurswhen
a web proxy muststorean entire responsefrom an origin server
(or anotherproxy) beforeforwarding that responseon to its own
clients.Our algorithmdoesnot suffer from suchdelays(exceptas
necessaryto gatherall of the datafrom a given block), and this
featureis an importantonefor its performance.Considera single
HTML pagewith a referenceto a single imageearly in the page.
If thepageis transmittedwithout store-and-forwarddelays,there-
questingclient seesthe referenceearly in the page's transmission
andcanbegin fetching the correspondingimagethroughanother
connection.1 Otherwise,it mustwait until the entire �le is avail-
ablebeforeit hastheopportunityto seethereference,sotheimage
retrieval begins muchlater. Sincethebandwidthof themodemis
low andits latency is long,it is crucialthatthechild proxy forward
eachblock of a responseto theclient asquickly aspossible,in or-
derto minimizethetime until theclient sendssubsequentrequests
for embeddedobjects.

Unfortunately, eliminating store-and-forward delays con�icts
with thenotionof anoptimisticalgorithmasfollows. First,modern
web sitesare rich with dynamiccontent,both due to advertising
anddueto extensive per-userand time-dependentcustomization.
Two requestsfor the sameresource,even when issuedat almost
the sametime, often returnslightly different results. If the child
proxy in our algorithmwereto receive a digestfor a block that it
did not have cached,theparentproxy might not beableto retrieve
the contentsof that block via a subsequentrequestto the associ-
atedorigin server. If the child proxy hasalreadyforwardedsome
of theresponseto theclientprogram,it cannotbegin transmittinga
differentresponseinstead.

We would like our algorithmto provide semantictransparency;
that is, any responsea client receivesthroughour pair of proxies
shouldbeidenticalto someresponseit couldhavereceiveddirectly
from an origin server. Under normal circumstances,this notion
meansthat the responsereceived is one that the server sentat a
givenpoint in time,not themix of severaldifferentresponsesit has
sentin thepast.Of course,it is alwayspossiblefor a server to fail
during the transmissionof a response,in which casea client must
by necessityseea truncatedresponse.By increasingthesizeof the
transmitbuffer in our algorithm,we canprovide the sameappar-
ent consistency. Underalmostall circumstances,the child proxy
is able to re-requesta missingblock beforeit leavesthe transmit
buffer. In the extremelyrarecasethat it doesnot, and the block
cannotberecovered,theconnectionto theclient maybepurpose-
fully severed. By alwaysusingeithera “Content-Length”header
or chunked transferencoding(ratherthan indicatingthe endof a
responsethrougha “Connection:close” header),we canalsoen-
1The importanceof startingthe retrieval of embeddedobjectsas
earlyaspossiblewas�rst pointedoutby Nielsonet al. [16].

surethat in this rarecasethe client programis able to detectthe
error anddisplaya messageto the user. The usercanthenman-
ually reloadthe page. In summary, connectionsmay be dropped
even without our pair of proxies,andby manipulatingthe sizeof
thetransmitbuffer, wecandrive theprobabilityof additionaldrops
dueto unavailableblocksarbitrarily low.

2.3.3 OnStatelessnessandSoft­State
An importantdifferencebetweenouralgorithmandconventional

webcachingis thatconventionalwebcachesarestatelesswith re-
spectto their clients.As pointedout by Sandberg et al. [21], state-
lessprotocolsgreatlysimplify crashrecovery in network protocols;
in statelessprotocols,a server thathascrashedandrecoveredap-
pearsidenticalto a slow server from a client's point of view. Fur-
thermore,a statelessprotocolpreventsa server from keepingper-
clientstate,eliminatingapotentialstorageandconsistency burden.
For thesereasonsa statelessprotocolis generallypreferredover a
statefulone.We justify our useof a statefulprotocolasfollows: it
outperformsa statelessone,especiallyover high-latency links, and
thestateit storesis usedonly for performance,notcorrectness.We
discussthesetwo pointsin detailbelow.

In adelta-encodingprotocolsuchasRFC3229[13], aclientsub-
mits informationaboutearlierresponsesof which it is awarewith
eachsubsequentrequestfor thesameresource.If theproxyserving
theclient is alsoawareof oneof thoseresponses,it cancomputea
deltaandsendit to theclient. However, thistechniquecannotelim-
inateredundanttransfersdueto aliasing;by de�nition, an aliased
responsecontainsredundantdatafrom resourcesotherthanthatre-
quested.Unlessa client wereto transmitinformationaboutearlier
responsesfor all resourcesto the proxy, somealiasingcould be
missed.Kelly andMogul presentedan algorithmthatusesanex-
tra roundtrip to catchaliasing[10], but over high-latency modem
lines this additionalroundtrip could introducesigni�cant perfor-
mancereductions.By storinga smallamountof stateperclient on
the proxy, our algorithmavoids extra round trips in the common
case.

Moreover, while ourprotocolis not stateless,it utilizesonly soft
stateto achieve its performancegains. A protocol is termedsoft-
stateif the statestoredis usedonly for performance,not correct-
ness.If theproxy in our algorithmlosesinformationaboutwhich
blocks the child hascached,it will result only in the redundant
transferof data. If theparentthinks thechild is cachingdatathat
it is not (eitherdueto corruptionon theparentor datalosson the
child), thechild will requestthedataberesentasdescribedin Sec-
tion 2.3.1. If a suf�cient numberof suchresendsoccur, the child
proxy could proactively instruct its parentto throw out all infor-
mation about the contentsof the child's cachethrougha simple
extensionto our protocol.Suchanextensionwould beparticularly
valuableif a child wereperiodicallyto switchproxies. In conclu-
sion,webelievetheuseof per-clientstatein ourprotocolis justi�ed
by the combinationof its performancebene�ts andits absenceof
aneffect on correctness.

3. PERFORMANCE EVALUATION
In this sectionwe describea detailedevaluationof the ability

of VBWC to reducebandwidthconsumedand—morecrucially—
reduceuser-perceivedtime-to-display(TTD). In thisevaluationwe
concentrateon the domainin which the eliminationof redundant
transfersis likely to befruitful. An evaluationbasedon full traces
of useractivity is left for futurework. We startby describingour
methodologyandexperimentalsetup,thenpresentour results.
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or Hybrid)

Departmental
DNS Server

Origin
Server

Internet

DummyNet

Dept. Network

Figure 6: Our experimentalsetup. Our instrumented version of
Mozilla and our Java implementation of the child proxy run on the
client machine, which talks to all other machines on the Internet
thr ough a FreeBSDmachine using DummyNet to simulate a modem.
The parent proxy (running either the Gzip, VBWC, or Hybrid algo-
rithm) runs on the Internet sideof this fake modem.

3.1 Experimental Methodologyand Setup
In orderto testtheability of our algorithmto reducedtheuser-

perceivedTTD of commonwebpages,we built the following test
suite. First, we instrumentedMozilla version1.0.1 to readURIs
from a local TCP port. After readingeachURI, our instrumented
browserloadstheresourceandsendsthetotal loadtime backover
the socket. This time correspondsto the time from whena user
of anuninstrumentedversionof theprogramtypesa URI into the
URI �eld on the toolbaruntil theMozilla icon stopsspinningand
thestatusbardisplaysthemessage,“Done. (x seconds)”.

To this web browser we addeda Perl script that takes as in-
put a list of URIs, then loadseachone throughan instrumented
browserrunningwithoutaproxyandasecondonerunningthrough
a proxy usingtheVBWC algorithm. We simulatea modemusing
a FreeBSDmachinerunningDummyNet[20], which addslatency
andbandwidthdelaysto all traf�c passingthroughit. In ourexper-

iments,we con�gured DummyNetto provide 56 kb/sdownstream
and33 kb/supstreambandwidth,with a 75 msdelayin eitherdi-
rection.Theseparametersmimic theobservedbehavior of modern
modems.Theuseof DummyNetalsoallowsusto monitorthetotal
numberof bytestransferredacrossthesimulatedmodemin eachdi-
rection,andthePerlscriptrecordsthisnumberaftereachload.Af-
ter eachiterationthroughthelist, thescriptsleepsfor twentymin-
utesbeforerepeatingthe test,resultingin eachURI beingloaded
throughthealgorithmandcontrolapproximatelyevery thirty min-
utes.This experimentalcon�gurationis illustratedin Figure6.

In our experiments,Mozilla and the child proxy run on a
750MHz PentiumIII with 1 GB of RAM, while theparentproxy
runsona1 GHzPentiumIII with 1.5GB of RAM (asnotedbelow,
however, we limit our cachesto a small fractionof the total avail-
ablememory). The machinerunningDummyNetis an 866 MHz
PentiumIII with 1 GB of RAM. Both the child and parentma-
chineswereotherwiseunloadedduring our tests;the DummyNet
machinewasnotcompletelyisolated,but saw only light loads.

Mozilla consistsof over 1.8 million lines of C++ sourcecode.
Ratherthanfamiliarizeourselveswith the full extent of this code
basenecessaryto addtheVBWC algorithmto it, we implemented
our algorithm in Java atop the StagedEvent-Driven Architecture
(SEDA) [26]. Implementingthealgorithmin a separateproxy has
the advantageof making it browser neutral(we have also run it
with InternetExplorer),but addssomelatency to local interactions.
Worse,it forcesus to utilize two separateweb caches;oneinter-
nal to Mozilla andonein theproxy itself. As such,in thecontrol
experimentsMozilla runswith a 10 MB memorycache,while in
theVBWC experimentsMozilla andtheproxy eachhave a 5 MB
cache.Weleavequantifyingtheadvantagesof integratingthesetwo
cachesasfuturework, but it is clearthatthecacheswill have some
overlappingdata,puttingour algorithmat somedisadvantage.Our
resultsaresomewhat pessimisticin this sense.The parentproxy
in our testsis also implementedin Java atop SEDA. Altogether,
theparentandchild proxyaremadeupof about6,000linesof Java
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Relative Performance of Hybrid Algorithm vs. Gzip

Figure 8: TTD of Hybrid vs. Gzip. This graph shows the median
time-to-display (TTD) of Value-BasedWeb Caching with compression
(called the “Hybrid” algorithm), versuscompressionalone (called the
“Gzip” algorithm). For most web sites, the Hybrid algorithm givesa
signi�cant improvement.

code,includinganHTTPparserandaspecializedstring-processing
library.

To compareVBWC againstsomethingother than just Mozilla
itself, we implementeda secondparent-childproxy pair that sim-
ply compressedeachresponsefrom any webserver usinggzipbe-
fore sendingit over themodem.We do notcompressany response
thatcontainsa“Content-Type” headerstartingwith “image”, since
in our workloadtheseareall GIF andJPEG�les that arealready
compressed.Also, Mozilla includesan “Accept-Encoding:gzip”
headerin all its requests,andsomeorigin serverstakeadvantageof
this, respondingwith “Content-Encoding:gzip” in their response
headers.We donot try to furthercompresssuchresponses.

Finally, weimplementedahybridalgorithmthatusesVBWC but
compresseseachnew block beforesendingit to the client. Non-
imageresponsesthat arecompressedby the origin server areun-
compressedby the hybrid algorithm beforethey are broken into
blocks; the resultingblocksarerecompressedbeforebeingtrans-
mittedto theclient.

Many previous studiesin this �eld have measuredbandwidth
saved asa performancemetric for algorithmssimilar to our own.
Instead,we choseto instrumenta full web browser. As we will
show below, simplebandwidthsavingsdo not necessarilyguaran-
teeanequivalentimprovementin TTD, themaincomponentof the
quality of a user's experience.

3.2 Experimental Results
In thissectionweexaminetheresultsof ourexperiments,which

ranfrom approximately7 PM onNovember12,2002until approx-
imately5:30PM on November14,2002.

3.2.1 TheCostsof Optimism
For our �rst result,weanalyzethecostsof theparentproxy's di-

gestcachebeingonly looselysynchronizedwith thechild proxy's
block cache.In all of our experiments,the transmitbuffer on the
parentwas limited to 100 kB of block data. During our experi-
ments,theparentin our algorithmtransmitteda total of 17,768di-
gestswithout their correspondingdatato theclient; for 42of these,

TTD (s) Percent
Website Gzip Hybrid Improvement
amazon.com 6.65 5.02 24.5
aol.com 4.31 4.30 0.2
cnn.com 7.28 5.71 21.6
evite.com 3.13 2.36 24.6
fool.com 7.28 5.77 20.7
google.com 0.70 0.68 2.2
mapquest.com 6.27 5.26 16.1
msn.com 2.89 2.16 25.3
msnbc.com 6.89 6.07 11.9
netscape.com 12.33 11.36 7.9
news.com 6.02 6.80 -13.0
nytimes.com 6.32 4.70 25.6
salon.com 7.63 3.29 56.8
sjmercury.com 9.28 6.37 31.4
slashdot.org 4.61 4.80 -4.1
washingtonpost.com 10.32 7.22 30.0
yahoo.com 2.60 1.71 34.2

Table 1: TTD of Hybrid vs. Gzip. This table shows the median TTD
of the Hybrid and Gzip algorithms as representedin Figure 8, aswell
asthe percent improvement the Hybrid algorithm achievesover Gzip.

the child had alreadycastout the blocks' datafrom its cache,a
0.24%miss rate. Sincethe cost of a miss is only an additional
round-trip time over the modem,we feel that this low miss rate
clearlyjusti�es our useof anoptimisticalgorithm.

3.2.2 BandwidthSavingswith VBWC
Next, we examinethebandwidthsavingsprovidedby our algo-

rithm. Figure7 shows the averagekilobytes transferredper web
pageasa functionof thealgorithmused.In mostcases,thecom-
binationof VBWC andgzip (called the Hybrid algorithm in our
�gures) outperformsall threeotheralgorithms.However, thesim-
ple Gzip algorithmperformsquite well. The HTTP 1.1 standard
allows for suchcompressionto startat the origin server whenre-
questedby aclient (usingthe“Accept-Encoding”header�eld), but
in ourexperience,veryfew serverstakeadvantageof thisportionof
thestandard.In thecaseswherethey do (suchasslashdot.org), the
controlcaseis muchcloserin bandwidthusageto theGzipcase.

In caseswherethe Hybrid algorithmunderperformsGzip, it is
oftendueto thegranularityof resourcemodi�cation on thosesites.
For example,the spacingbetweendifferenceson successive ver-
sionsof slashdot.org is under2 kB, andtherearemany smalldif-
ferences.Becauseof this,over thecourseof ourexperiments,only
24%of themainslashdot.org pagesentfrom theparentto thechild
wassentas the digestsof previously transmittedblocks. In con-
trast,64% of the main nytimes.compagewassentas the digests
of previously transmittedblocks. Using a smalleraverageblock
sizewouldpresumablymitigatetheeffectsof smallchanges,at the
costof moreoverhead.In theory, onecouldalsochoosetheaver-
ageblocksizedynamicallyin responseto pastperformance,but we
have notyet investigatedthis technique.

3.2.3 TTDReductionwith VBWC
Figure 8 shows the medianTTD of the Hybrid algorithm for

variousweb sites,normalizedagainstthe TTD of the Gzip algo-
rithm. We use mediansinsteadof meanswhen reporting TTD
numbersbecausewebserver responsetimedistributionsshow very
long tails, especiallyon loadedwebserverslike thoseusedin our
experiments.In contrast,server loaddoesnotaffect thesizesof re-
sponses.Therelative performanceof thecontrolcaseandVBWC
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URIs 2,881
Modi�ed URIs 48

Uniquepayloads 3,639
Aliasedpayloads 97

(URI, payload)pairs 4,223
Uniqueblocks 12,328

Aliasedblocks 510
Transactions 7,502

w/ modi�ed URIs 1,979
w/ aliasedpayloads 922
w/ aliasedblocks 1,345

Payloadsizes(bytes)
Range(min–max) 1–85,463
Median 2,927
Mean 14,909
Sum 54,252,472
Sumof aliased 586,887

Block sizes(bytes)
Range(min–max) 1–8,192
Median 1,588
Mean 2,236
Sum 27,565,326
Sumof aliased 962,677

Transfersizes(bytes)
Median 1,115
Mean 8,604
Sum 64,545,462
Sumof aliased 1,748,601

Table 2: Statisticsfor our workload.

without gzip are less interesting—they roughly follow the band-
width differencesshown in Figure7. Table1 showstheactualtimes
for eachpoint in Figure8, aswell asthepercentimprovementthe
Hybrid algorithmachievesover Gzip for eachwebsite. Thebene-
�ts of VBWC areclearfrom thetableandgraph.For onewebsite,
the Hybrid algorithmachievesa 56.8%improvementin TTD; for
threeothers,it achievesat leasta 30% improvement;andfor an-
othersix it achievesat leasta20%improvement.It performsworse
that compressionalonein only two cases.We arequite satis�ed
with theperformanceof thealgorithmin general.

3.2.4 WorkloadAnalysis
As a�nal result,wecharacterizedourworkloadsoasto compare

it to previous traces.To do so,we instrumentedour VBWC code
to print thenameof eachblock it receives,theblock's size,andthe
URI with which thatblock is associated.For everyoccurrenceof a
particularblock,we notedwhethertheblock hadbeenseenearlier
in the workloadin the payloadfor the sameor anotherURI. The
transferof blocksseenin thepayloadsof earliertransactionsonthe
sameURI could be eliminatedthroughsophisticatedname-based
techniquessuchasdeltaencoding.Thetransferof blocksseenonly
in thepayloadsof earliertransactionson different URIs, however,
canonly beeliminatedthroughvalue-basedcaching.In this anal-
ysis,we foundthata total of 34.0MB of the61.6MB transferred
could be eliminatedby name-basedcaching. (Note that choosing
blocksdifferently could improve this number;our blocking algo-
rithm is sub-optimalfor smalldeltas.)In contrast,35.3MB of the
transferreddatacould be saved by value-basedcaching,leaving
1.3MB thatcouldbesavedonly by value-basedcaching.This po-
tential57%savingsis over thetransactionsperformedby Mozilla,
whichis alreadymaintaininga5 MB conventionalcacheof itsown.

Overall, theabove numbersindicatethat thereis a gooddealof
bandwidthto besaved usingnamed-basedcaching,while thereis
lessclearbene�t to value-basedcachingif named-basedcaching
with delta encodingis alreadybeing performed. To qualify the
potentialbene�tsof ouralgorithmonamoregeneraltrace,weana-
lyzedourworkloadin thestyleof Kelly andMogul [10]. They call
a transactiona pair (U, P ) whereU is a requestURI andP is a
replydatapayload.They saythatareplypayloadis aliasedif there
exist two or more transactions(U, P ), (U 0, P ) whereU 6= U 0.
They saythata URI is modi�ed if thereexist two or moretransac-
tions (U, P ), (U,P 0) whereP 6= P 0. We extendtheir nomencla-
ture asfollows. We saythata payloadP is a sequenceof blocks
f B1 , B2 , . . . , Bn g. We saythat a block B is aliasedif thereex-
ist two or moretransactions(U, f . . . , B, . . .g), (U 0, f . . . , B, . . .g)
with U 6= U0.

Table 2 shows that 12% of transactionsin our workload have
aliasedpayloads,as comparedto the 54% that Kelly andMogul
observedin theirWebTVtrace.Furthermore,wefoundthataliased
payloadsaccountfor only 3% of thebytestransferred,asopposed
to 36% in the WebTV trace. Theseresultsindicatethat our cho-
senworkloaddemonstratesa comparatively small opportunityfor
value-basedcachingto reduceredundanttransfersdueto aliasing.
As such,a clearavenuefor futureresearchis to testour algorithm
on theWebTV trace. Finally, we notethatTable2 shows 18%of
transactionscontainaliasedblocks,anadditional6%overthenum-
berthatcontaincompletelyaliasedpayloads,indicatingtheimpor-
tanceof looking for aliasingat theblock level.

4. RELATED WORK
Therearea numberof uniquefeaturesto our algorithmandour

experimentalapproach,but therearealsoanumberof prior studies
thattoucheduponmany of thesameideas.We review themhere.

The�rst work ondeltaencodingin thewebthatweknow of was
in thecontext of the WebExpressproject[8], which aimedto im-
prove the end-userexperiencefor wirelessuseof the web. They
notedthattheresponsesto POSTtransactionsoftensharedsimilar
responses,andutilizeddeltaencodingto speedup transactionpro-
cessingapplicationswith web interfaces. Deltaswere computed
with standarddifferencingalgorithms. Mogul et al. performeda
trace-drivenstudyto determinethepotentialbene�ts of bothdelta
encodinganddatacompressionfor HTTPtransactions[14].

An innovative techniquefor delta encoding,called optimistic
deltas, wasintroducedby Banga,Douglis,andRabinovich [2]. In
their scheme,a webcachesendsanold versionof a givenresource
to a client over a low bandwidthlink immediatelyafterreceiving a
requestfor it. It thenrequeststhe currentversionof the resource
from theorigin server, andsendsa deltato theclient if necessary.
This approachassumesthereexistsenoughidle time duringwhich
the origin server is beingcontactedto sendthe original response
over the low bandwidthlink, andthe authorsperformsomeanal-
ysis to show that suchtime exists. In any case,their algorithmis
capableof abortinganoptimistictransferearlyassoonasthecache
receivesa moreup-to-dateresponseanddecidesthe transferis no
longerpro�table. We believe thatoptimistic deltasareeffectively
orthogonalto ourtechnique,althoughwehaveyetto try to combine
the two. Ionescu's thesis[9] describesa lessaggressive approach
to deltaencoding.

Severalstudiesof thenatureof dynamiccontentonthewebwere
performedby Wills andMikhailov, whodemonstratedthatmuchof
theresponsedatain dynamiccontentis actuallyquitestatic.Forex-
ample,they foundthattwo requestswith differentcookiesin their
headersoften resultedin the exact sameresponse,or possiblyre-
sponsesthatdifferedonly in their includedadvertisingcontent[27].
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Later, they founda 75%reuseratefor thebytesof responsebodies
from populare-commercesites[28].

Severalstudiesof whichweareawarelookedattherateof change
of individual websites.BrewingtonandCybenko studiedtherate
of changeof web pagesin order to predicthow often searchen-
ginesmustre-index theweb[3]; PadmanabhanandQiu studiedthe
ratesandnatureof changeon the msnbc.comweb site [17]. The
latterstudyfounda medianinter-modi�cation time of �les on the
server of aroundthreehours. Looking back at our Figure7 this
result is intriguing, aswe found a muchhigherrateof changein
the actualserver responsebodies(recall that we sampledthe site
approximatelyevery30 minutes).

Studiesof aliasingcamelater to the web researchcommunity.
Theearliestof thesethatweareawareof wasby Douglisetal. [5],
who studieda numberof aspectsof web use,including resource
modi�cation. They notedthat 18% of full body responseswere
aliasedin onetrace(althoughtheterm“aliasing” wasnotyetused).
Interestingly, they did not considerthis aliasingto bea usefultar-
get of cachingalgorithmssincemostof theseresponseswerefor
“uncacheable”responses.Wenotethatcachingdataby its valueas
we have donein this studydoesnotsuffer from sucha limitation.

Alias detectionthroughcontentdigestshasbeenusedin thepast
to prevent storing redundantcopiesof data. The Inktomi Traf�c
Server [12] andwork by Bahnet al. [1] both usedthis approach.
The main advantageof this techniqueis that it allows a server to
scalewell in the numberof clients; as opposedto simply com-
pressingcacheentries,theuseof digestsallows commonelements
in theresponsesto distinctclientsto bestoredonly once.

The HTTP Distribution andReplicationProtocol[25] wasde-
signedto ef�ciently mirror contenton thewebandis similar to the
Unix rsyncutility [24]. It usesdigests,calledcontentidenti�ers, to
detectaliasingandavoid transferringredundantdata.Theprotocol
alsosupportsdeltaencodingin whatthey call differential transfers.

SantosandWetherallpresentedtheearliestwork of whichweare
awarethatuseddigeststo directly suppressredundanttransfersin
networksby usinga child andparentproxy on eitherendof a low
bandwidthconnection[22]. SpringandWetheralladdedthe idea
of usingRabinfunctionsto chooseblockboundaries[23]. Wehave
usedbothof theseideasin ourwork. In contrastto ours,boththese
algorithmsare targetedat the network packet layer. Spring and
Wetherallnotethattheir cachingtechniqueintroducestheproblem
thatthecachescanbecomeunsynchronizeddueto packet loss,and
they notethatmoresophisticatedalgorithmsfor cachingmight be
used. In our optimistic algorithmwe addressboth of theseprob-
lems: we allow castoutdecisionsto be driven completelyby the
client, wherethemostinformationabouttheactualusagepatterns
of datais available,andwe provide recovery mechanismsto deal
with inconsistencies.Like theSantosandWetherallalgorithm,we
useMD5 hashesratherthanchainsof �ngerprints to nameblocks.
This techniqueremovesfrom theserver theburdenof storingall of
theresponsebodiesthattheclient stores;for a largeclient popula-
tion thiscanbeasigni�cant savings.Finally, SpringandWetherall
foundonly a15%improvementin bandwidthusageusinggzip; we
�nd this resultcuriousandbelieve it might have occurredbecause
they werecompressingpacketsindividually, whereasthegzipalgo-
rithm is moreef�cient with largerblock sizes.

Rabin�ngerprinting wasusedearlierbyManber[11] to �nd sim-
ilar �les within a �le system.Muthitacharoen,Chen,andMazi�eres
combinedhis techniqueswith thoseof Spring and Wetherall to
build a network �le systemfor useover low bandwidthlinks [15].
In their system,beforewriting new datato theserver, a client �rst
sendsonly the digestof eachnew block; the server thenasksfor
thedatacorrespondingto any digestsit doesnot recognize.In web

parlance,their techniqueis successfulbecausea greatdealof �le
systemwrites aredueto both resourcemodi�cation andaliasing.
For example, they note that a �le and the backupgeneratedfor
it by many populartext editorssharemuchof the samedata,but
have differentnames.Their applicationis not suitedto the opti-
mistic techniqueswe presenthere,andthustheir protocolrequires
an extra round trip. The addition of this extra round trip over a
high-latency link is acceptableif thepotentialsavings is large;we
believethesmallsizeof theaveragewebresourceprecludestheuse
of suchroundtrips,however.

Kelly andMogul performeda detailedstudyof aliasingon the
web usingtracesfrom the WebTV network andthe Compaqcor-
poratenetwork [10]. We recommendtheir relatedwork sectionas
an excellent introductionto the space. In that work, they found
a very high percentageof transactionsincludedaliasedresponses
(54%)versusthepercentagewhoseresponsescontainedredundant
datadue to resourcemodi�cation (10%). Our workload is more
limited; this limitation may explain the disparity in our observed
results.Nevertheless,sincealiasedpayloadsareoftenincompress-
ible, sucha distribution would probablyimprove our relative per-
formanceversusgzip. Kelly andMogul alsoproposedthebasicsof
a schemeto take advantageof aliasingover low bandwidthlinks.
They index cachesby bothURI anddigest.In a response,thepar-
entproxy in their scheme�rst sendsthedigestsfor every block to
thechild proxy. Then,theserver mayoptimistically startsending
the resource's dataandacceptcancelrequestsfrom the child, or
thechild maysendexplicit requestsfor the datacorrespondingto
unrecognizeddigests. We arenot awareof an implementationor
performanceresultsthereoffor this algorithm.

Finally, anotherbodyof work addressesthealiasingproblemin
a differentway. ChanandWoo [4] usesimilarity in URIs to �nd
cachedresourcesfrom thesameorigin server relatedto a givenre-
quest,thenusea deltaencodingalgorithmto computea response
basedon one or more cacheditems. Like our algorithm, theirs
usesspecializedchild and parentproxies,but they do not spec-
ify a mechanismfor keepingthesein sync. In a similar approach,
Douglis, Iyengar, andVo [7] usea �ngerprinting algorithmin the
styleof Manberaswell asURI similarity to identify relateddocu-
ments.In contrastto our algorithm,they useanextra roundtrip to
coordinatetheclient andserver. Becausethey usedeltaencoding
algorithmsratherthan a block-basedalgorithm, thesealgorithms
have thepotentialto save morebandwidth,astheirdeltascanbeat
a �ner granularity. The additionof an extra roundtrip in the lat-
ter protocoleliminatestheneedto maintainper-client stateon the
server, but it may prevent the algorithmfrom providing an over-
all reductionin TTD over high-latency links. Douglis and Iyen-
gar[6] performeda studyof severalbodiesof data,includingweb
resources,to quantifytheability of algorithmsto recognizesimilar-
ities in resourcesbetweenwhichno relationshipis known a priori .

5. CONCLUSIONS AND FUTURE WORK
We have presentedValue-BasedWebCaching,a new technique

for eliminatingredundanttransfersof dataover HTTP links. Our
algorithm detectsand eliminatesredundanttransfersdue to both
resourcemodi�cation andaliasing. In the commoncase,our al-
gorithm addsno extra roundtrips to a normalHTTP transaction,
and it doesnot requireany understandingof the responsebodies
transferredto achieve performanceimprovements.

Wehaveusedadetailedperformancestudyto compareouralgo-
rithm againstsimplegzipcompression,andfoundthat it improves
user-perceivedtime-to-display(TTD) up to 56.8%.On 58%of the
web siteswe studied,our algorithmachieved at leasta 20% TTD
improvement. Ours is the �rst study of which we are aware to
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presentperformancenumbersfor this classof algorithm using a
full featuredwebbrowserandto reportTTD improvements.

Thereare threeareasin which we would like to continuethis
work. First,animportantstepin quantifyingtheperformanceof our
algorithmis theuseof trace-drivensimulations.Ourcurrentwork-
loadwasdesignedto testour algorithmin theareaswherewe felt
it would bemostuseful.As such,our resultsdo not guaranteethat
userswill seea net improvementin TTD by usingour algorithm.
Furthermore,comparingour workloadwith theWebTV traceused
by Kelly andMogul seemsto indicatethatthereareotheropportu-
nities to take advantageof aliasingthatarenot capturedby in our
work to date. As such,a trace-driven simulationof our algorithm
would likely provide valuableadditionalinsightinto its behavior.

Second,our currentimplementationusesa child proxy that is
separatefrom theMozilla webbrowser. Thisarchitecturemadethe
implementationof our algorithmeasy, but limits its performance.
It hidessomeof thereferencestreamfrom thechild proxy, degrad-
ing the quality of the informationfed to the LRU algorithmwith
which castoutdecisionsaremade. Moreover, by having two sep-
aratecaches,our effective cachesizeis smaller. Often,Mozilla's
internal cacheandthe cachein the child proxy containthe same
data;for fairnessof evaluation,wehavelimited theircombinedsize
to the sizeof Mozilla's cachein the control case. An integrated
cacheshouldproducestrictly betterperformanceresultsthan we
have presentedhere.

Finally, wewouldlikequantifythescalabilityof theparentproxy.
As wearguedin Section2, therearegoodreasonsto believethatthe
parentproxy shouldbeableto supportmany simultaneousclients.
It needsseveralordersof magnitudelessstorageresourcesthanany
oneclient,andthethroughputof our block recognitionanddigest-
ing algorithmis suf�cient to supportover1,000clientsonamodest
processor. Nonetheless,the scalabilityof the server playsan im-
portantrole in theeconomicfeasibility of deploying our algorithm
within ISPs,sowe feel it is importantto quantify.
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